

MAINTAINING CONFIDENTIALITY 
IN ASSESSMENTS & ACADEMIC SETTINGS

The Confidentiality National Health Service Code of Practice (DH 2003) services all professional regulatory bodies. It provides guidance to the NHS and related organisations on patient confidentiality issues. It’s intention is to present a consistent message on issues around the processing of patient information. Specific regulatory professional bodies also give clear statements in their codes of conduct on the importance of maintaining confidentiality (NMC 2008; GSCC 2004; HPC 2008). 

Looking after the information you hold about patients - If you handle and store information about identifiable, living people – for example, about patients – you are legally obliged to protect that information. Information Commissioner’s Office ICO (2009)

It is important that health and social care students undertaking an educational programme that will lead them to professional registration are aware of the codes that govern them as students and once qualified as registered practitioners. Confidentiality is an essential element of the codes of conduct that govern and protect the public (NMC 2008; GSCC 2004: HPC 2008). The School of Health and Social Care at UWE considers it vital that students are conscious of the importance of maintaining confidentiality in the practice settings, in assessed work and on university sites. All students must recognise that they may be privy to confidential information and that any information or confidence must not be disclosed in the public domain, unless you are concerned someone may be at risk of harm (NMC 2008; GSCC 2004; HPC 2008). It is important that students recognise that in any work submitted (assignments; projects; case studies; portfolios; presentations; examinations; reports) and in class based reflections that they must not identify any person or organisation.

A breach of confidentiality is the inclusion of names, images or registration details e.g. hospital number within a student’s work (including appendices) that would allow an individual or area to be identified. This includes service users, carers, colleagues or organisations. 

Exceptions to these would be signatures of clinical staff who sign official documentation for students in placement areas. Acknowledgement of staff who have supported students in either the workplace or university (as long as names only are included, not job title or workplace) or family/friends are permitted.

As your programme of study ask that student’s link theory to practice and practice to theory, discussions and assessments are often based on real events and people.  To avoid a breach of confidentiality

· Use of pseudonyms (which should be identified as such) and generalised terms e.g. social worker, nurse, health centre, practice area, young man.
· Avoid the inclusion of documentation, either original or photocopied, that might reveal the identity of an individual or organisation e.g., referral letters, medical imaging records, assessment records, prescription charts, unless these are anonymised .
· (Exceptions to this are documents or cases that are now in the public domain e.g. Baby ‘P’; Shipman enquiries).
· Remove names on x ray films or other imaging records; use blank charts or pseudonyms on charts.





Frequently asked questions

Q	Can I refer to trust or agency documentation?
A	Only if it is in the public domain

Q 	I want to reflect on/share an experience from my placement in class.  Can I do this?
A	Yes you can discuss your placement experiences as long as you do not identity the area or client. You will also need to adhere to the ground rules agreed at the beginning of the session, module or programme.

Q	Can I print off discussion from online discussion boards such as Blackboard?
A	Without the agreement of the group this would be a breach in the groups confidentiality, group name and individual names would need to be anonymised

Q	How can I anonymise my work?
A	Identifying headings and names should be physically or electronically removed. Simply blacking out information such as hospital number or name with a marker pen or typex often allows the identifying to remain discernible.

Q	My group wants to set up a group on a social networking site.
A	Social networking sites such as Face book and My Space are all in the public domain and you could be breaching expected standards of behaviour if posting inappropriate comments about placements and colleagues, images and photos must not be uploaded onto such sites without the consent of all the people in the picture.

 
The School of Health and Social Care considers all breaches of confidentiality to be serious and as a result will take the following action:

First Occasion: Once a serious breach of confidentiality has been noted the marker should report this to the module leader, who will email the student copying in the personal tutor and programme leader requesting a meeting to discuss the breach, breach documented in student feedback and account of meeting held in student file. Dependent on the perceived seriousness of the breach it may be referred to the Professional Suitability Panel. This decision will be made by the Head of Department.

Second Occasion: Once a second serious breach of confidentiality has been noted the marker should report this to the module leader, who will email the student copying in the personal tutor and programme leader requesting a further meeting to discuss the breach, breach documented in student feedback and account of meeting held in student file. Breach documented in student file, discussion of the breach referred to Professional Suitability Panel.
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